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fundamental for communities affected by disasters. The concept,
along with its variations, has been explored in several domains, such
as warfare, business continuity, ecology, computer security, and
infrastructure management. The lessons learned constitute a
valuable starting point for building resilient socio-technical systems.
In previous work, we have described resilience principles at the
systems level by reviewing related studies in several research areas.
This paper organizes the principles into a conceptual framework for
resilient design, which includes a set of nonfunctional requirements
for resilience and an assessment methodology for evaluating
architectural work from a resilience standpoint. After having
presented this conceptual framework, we discuss its application in
our collaboration with the Victorian Fire Services Commissioner.
This collaboration has led to the specification of a high-level
reference architecture for the information interoperability platform
that will support emergency services in Victoria.

Introduction
Emergency management refers to the combination of
services, organizations, and people that coordinate to protect
lives and assets, and operate before, during, and after the
occurrence of disastrous natural or human-made events.
Recent disasters in the state of Victoria, Australia, including
the Black Saturday bushfires in February 2009, have led
the emergency services leadership to revise the concept
of emergency management from consisting of single
agencies responsible for specific emergencies to a
more-encompassing all-hazards, all-agencies approach.
Within this new framework, which focuses on the
community, the concept of resilience of the socio-technical
spectrum has been deemed fundamental for dealing
effectively with emergencies. Resilience is a qualitative
property of systems that identifies their capability to Bcope[
with disruptive events and agents, thus minimizing the
permanent damage caused to such systems. Although
traditionally used to characterize the property of materials
to return to their original shape once put under stress,
resilience has been applied and used in other contexts
(e.g., ecology, psychology, business operations, and

computer networks) to express the capability to gracefully
degrade under stress, which provides the flexibility for
shifting control locally during disruptions and recover
as a challenge eases. With reference to emergency
managementVparticularly in VictoriaVthe concept of
community resilience or societal resilience expresses the
capability of the community to withstand disasters and
minimize their impact. To achieve this outcome, resilience
should encompass the entire life cycle of emergency
management from planning and preparation through to
emergency response and recovery.
Effective propagation of information plays a crucial role

in ensuring emergency-management resilience. Therefore,
the technological systems responsible for information
management must themselves be resilient so that they can
be relied upon during an emergency. Although considerable
work has been performed in studying and improving
the effectiveness of, and the interactions within, systems
of people where technology plays an important role
(e.g., socio-technical systems theory [1], cybernetics [2], and
management sciences [3]), there have been fewer attempts
to isolate the desirable attributes of technology within this
context. In particular, there has been limited exploration
of resilience as a key property of computing systems and
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the role such systems play in supporting processes and
people as a component of the overall socio-technical system.
With regard to computing systems, resilience has often
been used as a synonym of fault-tolerance and robustness
with particular applications of system design, algorithm
design, and networking. We believe that there is limited
literature addressing resilience in software systems and
their architecture in a broader sense. In previous work [4],
we have identified general principles that can be used as
a starting point to design and implement resilient systems
and utilize principles with reference to software systems
architecture. In this paper, we provide a more complete
conceptual framework that, from the concept of resilience,
leads to the definition of resilience requirements for software
systems and an assessment method of software architecture
from a resilience standpoint. We also discuss an application
of this framework in the area of emergency management,
by briefly reporting our collaboration with the Victorian Fire
Services Commissioner that has led to the definition of a
reference architecture for emergency services in Victoria.
The remainder of the paper is organized as follows.

In the next section, we provide some background information
about the concept of resilience and its characterizing aspects.
We then briefly introduce the resilience principles and the
conceptual framework in which they exist. We conclude with
an overview of the current state of emergency management
in Victoria and discuss our work developed in collaboration
with the Victorian Fire Services Commissioner.

Background
As mentioned in the introduction, originally used to
denote the property of materials to recover their shape
after being put under physical stress, the concept of resilience
has been extended to apply to other domains. The term
resilience is often used in relation to other concepts such
as survivability [5], dependability [6], resistance or
robustness, vulnerability [7], and sustainability [8].
Research in the military and warfare domains has

demonstrated interest in resilience, mostly in terms of
survivability. This is the ability of technical systems and
operatives to avoid or withstand a human-made hostile
environment without suffering an abortive impairment of
their ability to accomplish their designated mission [9, 10].
In this context, studies about survivability have primarily
focused on improving technologies and techniques for
communications. In addition, the concept of variability
(in the technologies and protocols used for communication,
as well as in the type of communication under different
conditions) has been considered important for resilient
systems. Moreover, the ability to revert to local control
has been considered beneficial for survivability. Reversion
to local control means that when links in the command
chain are broken, Bleaves[ possess sufficient autonomy
and information about the overall plan to perform effectively

until links in the command chain are restored. This can
be considered as a form of graceful degradation of the
system, because such a technique allows the system
to partially function despite that some of its capabilities
have been made inoperable. With regard to the specific
case of emergency management, the ability to revert
to local control has been identified as fundamental to
rapidly respond to events [11].
Research in ecology has introduced a new perspective

on the topic of resilience. Holling and Meffe [12] were
the first to distinguish between equilibrium resilience and
ecosystem resilience. The former denotes the capability
of a system to return to an equilibrium-steady state
after being subject to perturbations, whereas the latter
is essentially characterized by adaptive change, which
allows the system to assume a different equilibrium state
as a result of perturbations of the previous equilibrium
state. Equilibrium resilience fundamentally expresses
the original concept of resilience, whereas ecosystem
resilience extends it by adding flexibility and adaptation.
Holling and Meffe [12] and other researchers [13, 14]
have emphasized the importance of the preservation
of diversity and variability in ecosystems to foster
long-term resilience. With regard to policy-making and the
interrelations between society, economy, and environment,
the concept of resilience is closely related to the notion
of sustainability and sustainable development. In very
simple terms, sustainability is the capability of a system
to endure. Sustainable development [8] refers to the
collection of practices, policies, and technological
advancements that makes human development sustainable
with regard to its impact on the environment. Therefore,
sustainability is a desired property of the processes that
take place in resilient systems, so that it is possible to
prevent predictable collapses.
Business resilience identifies the combination of

operational and technological strategies and services that
allow organizations to operate on a day-to-day basis, to
exploit opportunities to gain a competitive advantage,
and to react promptly to unplanned events [15]. The study
of best practices to ensure business resilience has led to
the development of standards in several countries such
as Great Britain [16, 17] and Australia [18, 19] and
by international standards organizations such as ANSI
(American National Standards Institute) [20] and ISO
(International Organization for Standardization) [21, 22].
Literature reveals that resilience is a process that operates
through the entire life cycle of the system. Moreover, it
is a dynamic process that needs to be constantly reviewed
and adapted to changing conditions.
Research in the area of infrastructure management

has focused on the study of robustness and resistance
of infrastructure to absorb shocks. Mathematical and
physical models have been devised to provide engineers
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with appropriate tools for building resilient infrastructure.
Together with these tools, techniques for implementing
graceful degradation are fundamental for implementing
resilient infrastructures: load-shedding techniques
used to prevent a dam from collapse are an example.
Chang and Shinozuka [23], while measuring the resilience
of communities from disasters, expressed resilience in terms
of redundancy, resourcefulness, robustness, and rapidity.
The first two are a means to achieve resilience, whereas
the last two are desired ends for resilient systems.
Socio-technical systems, cybernetics, and system

sciences that involve the study of the characteristics
and the interactions in systems of people from different
perspectives have also been used to investigate the concept
of resilience. Research in the area of resilience engineering
[24] involves the study of systems and methods that
enable organizations to become more agile and proactive
in assessing risks and make the changes necessary to
prevent the failure of systems. Even though mostly focused
on providing techniques and tools for safety and productivity
management, an important element to ensure system
resilience is constant monitoring and assessment of the
state of the system, together with the ability to respond
proactively to unplanned events.
With regard to applications in software and software

systems, resilience has been mostly related to robustness,
resistance, and dependability. Researchers and developers
in the areas of computer security have identified techniques
and methods for making computing systems robust
and resistant to attacks, misuses, and corruption [25].
Recovery-Oriented Computing (ROC) [26] and Autonomic
Computing [27] represent two initiatives that provide a
more holistic approach to computer system resilience.
The former focuses on improving the response of a
system to faults and on ways to minimize its downtime
by providing techniques for system design and
implementation allowing a fast recovery (i.e., redundancy,
partitioning, fault insertion, diagnosis aid, non-overwriting
storage, and orthogonal mechanisms). The latter is a
model for designing computing systems that exhibit the
autonomic capabilities of the nervous system: self-healing,
self-managing, self-monitoring, self-optimizing,
self-protecting, and so on. Rather than directly facing
the issue of resilience in software, the two research
initiatives provide guidance for building software systems
that are resilient.
In summary, currently there is no precise definition of

the term resilience that fully characterizes it in all of its
uses. What emerges from our discussion, however, is that
there are many elements (e.g., characteristics, properties,
and findings) that, when implemented, could lead to more
resilient systems. In particular, the concepts of 1) variability
in system processes, components, and interactions,
2) replication of functions across scales and functional

groups, and 3) adaptive change have been mostly drawn
from resilience study in ecology. The idea of graceful
degradation has been primarily inspired by our overview
about survivability, resilience in relation to warfare, and
infrastructure engineering. Elements such as robustness,
resourcefulness, rapidity, and resistance are inspired from
resilience studies in infrastructure management. The concepts
of big picture (i.e., a focus on the ends and not the means),
delegation (in contrast to micro-control), and flexibility
(in contrast to rigid optimization) mostly derive from
socio-technical systems theory and policy management.
Characteristics such as continuous execution monitoring,
revision, and adaptation (resilience as a continuous process
rather than a set of emergency procedures) are based on
resilience engineering research. All of these contribute
to the formulation of principles for implementing
resilience in systems. These are the basis of our
conceptual framework.

A conceptual framework for architectural
resilience
The elements previously identified synthesize resilience
across different research areas, but they do not provide
practical guidance on how to build resilience into systems.
In a previous work [4], we have derived a set of principles
for system resilience. After having introduced these
principles, we discuss a conceptual framework that, by
starting from these principles, will introduce a set of tools
and concepts that provide practical support for building
resilient software systems. These tools and practices can
be integrated with existing methodologies for software
architecture.

Resilience principles
From the attributes of resilience identified above, it is
possible to formulate a set of principles that enucleate
the elements of resilience in a set of non-redundant
considerations that can be used as a basis for system design.
These principles are meant to be general and are not tied
to a specific research area.

• Principle 1. Diversity and variabilityVSystems that rely
strongly on a single approach and/or few components
tend to be more prone to single points of failure, which
makes them more vulnerable. Multiple variations in
methods, procedures, and components help resilience.
Such variations are possible in an open context, which
favors the implementation of different solutions for the
same problem.

• Principle 2. Adaptive changeVResilience is achieved
by a continuous adaptive process that operates across
all scales of disruption (from small events to disasters),
rather than by introducing ad hoc measures and
procedures triggered after the occurrence of the event.
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• Principle 3. Efficiency trade-offVAn overemphasis
on efficiency and optimization is often an obstacle to
resilience. Therefore, balance between optimization and
flexibility for a disaster event plays an important role.

• Principle 4. Graceful degradation and seamless
reintegrationVIt is vital for systems and processes
to degrade gracefullyVby fostering local control,
shedding load, and being designed for fail safetyVwhen
disruptions occur and reintegrate smoothly (e.g., reinitiate
full communication and coordination) as the system
recovers.

• Principle 5. Goal-orientation, delegation, and big
pictureVThe outcomes rather than the means should
be highlighted in order to provide a useful perspective
during disruption. It is also critical to trade off between
self-regulation and central control while having a
broader view of a solution and its effects.

• Principle 6. Resourcefulness, robustness, redundancy,
and rapidityVThese properties are critical in the face
of disruption by providing the capability of finding
alternate solutions, strengthening the system components,
increasing function accessibility, and leading to a
more rapid response. These properties also contribute
to make a system secure, which is a fundamental
aspect of resilient system.

• Principle 7. Holistic and integral approachVResilience
is a multidimensional issue encompassing the technical,
organizational, social, and economic dimensions.

Table 1 indicates the relation between these principles
and the elements leading to resilient systems identified
in the literature reviewed above. With the exception
of Principle 7, each of the principles is drawn from one or
more elements found relevant in the literature. In some cases,
the mapping is straightforward (Principles 1, 3, and 4),
whereas in others, the concept expressed by the principle
is defined by aggregating similar aspects of these elements.
Principle 7 captures the fact that resilience is a qualitative
property of systems and that resilience strategies should
therefore be holistic and integrated across all aspects
of a system.
The principles constitute a set of guidelines and

characteristics that are helpful for understanding system
resilience from a general perspective. They are a cohesive
distillation of the principles discovered in the literature and
can be the starting point of a design or an assessment process
of a system from a resilience standpoint.

Deriving resilience requirements for
information systems
Leveraging the principles described above for building
resilient software systems requires an understanding of
how they fit into the common practices and methodologies
for software architecture and engineering. In particular,
there is a gap between the recommendations made by the
principles and other artifacts that are more effective and
useful for architects and engineers, such as requirements.

Table 1 Relation and mapping of the resilience principles to the characterizing elements of resilience as they have
been identified in the literature review.
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Therefore, it is important to explain how to make this
transition and how to complement the common practices
with the activities for resilience.
There has been considerable research in the area of

software architecture and methodologies for building
and/or evaluating software architectures. Rozanski and
Woods [28] have studied the practice of software architecture
design and proposed a general method for defining
architecture for software systems based on the concept
of views, viewpoints, and perspectives. Sessions [29]
provided an overview of the most popular software
architecture methodologies for designing and implementing
enterprise-scale software systems, and Roy and Graham [30]
provided a taxonomy of software architecture evaluation
methods. Our goal is not to define a complete and new
methodology for software architecture design and evaluation,
but to provide architects with a useful guidance and tools
to consider resilience effectively while building software
systems. Therefore, we will delineate a conceptual
framework rather than a methodology. This approach has
also been found in some of the most popular enterprise
architecture methodologies discussed by Sessions [29],
in particular, the use of a matrix-based artifact as a
checking tool that can be used throughout the entire
process of design. Another key point that emerges from
a review of these studies is the importance of engaging
all of the relevant stakeholders in the design process.
This allows the architect to have a complete view of
goals of the system being built.
The process of software architecture starts with identifying

the purpose of a software system. This information is
obtained by interviewing relevant stakeholders; this helps
elicit a complete view of the domain in which the software
system operates and to better capture its goals. We can
think of the domain as being characterized as a set of
dimensions whose combination gives a full representation
of it. The interviews with the stakeholders are aimed
at identifying these dimensions. By viewing resilience
through the lens of each of these dimensions, an expert
practitioner will be able to elucidate a general set of
requirements for the overall system. To determine these
requirements, for each of the domain-specific dimensions,
consider what system characteristics are necessary for
the resilience principles to apply in this dimension.
The resilience requirements will then be added to the

collection of other requirements that give a complete and
actionable view to design a software system. This lays
the foundation for further processes and methodologies to
be employed that will lead to a system design and eventually
to its implementation. We believe that the method proposed
by Rozanski and Woods [28] is quite useful to adopt, as
it allows us to express resilience in terms of an artifact
called perspective, which is a set of cross-cutting concerns
that identify a quality property of a system. This will help

us assess whether the design meets its goals or covers
the resilience requirement proposed. However, in general,
any other method could be applied to design the system.

Designing and assessing resilient
information systems
On their own, resilience requirements do not ensure that
resilience is built into software systems; there must also
be a process in place to verify that such requirements
are implemented. We believe that having a practical and
intuitive tool can be more effective than a complex and
more detailed process, especially for large-scale systems.
Such an intuitive tool could be expressed, for instance,
in the form of a matrix, where elements can be easily
cross-referenced.
Matrices have been already used as a tool for design

or evaluation. For example, Zachman [31] bases a
framework for information system architecture on a matrix
representation. Rozanski and Woods [28] use a matrix
representation to cross-reference the different perspectives
of a system with the set of views that define it. For the
purposes of evaluating system resilience, we propose a
relevance matrix, which correlates the resilience principles
with architectural aspects that have been deemed by software
architects and stakeholders as key for the software systems,
and whose combined view gives a general picture of the
software system. These aspects are directly connected
to architectural choices made for the implementation
under assessment. Even though the most appropriate
aspects depend on the specific system that is being assessed,
we can use a set of general aspects to describe how the
matrix works. For instance, we can imagine decomposing
a software system into the following components:
information flow, data architecture, component distribution,
dependencies and relations, process and procedures, and
connectivity. These aspects constitute the rows of the
relevance matrix, whereas the resilience principles represent
the columns (see Figure 1). Each of the cells of the matrix
will be assigned a relevance value, which is a numeric
value based on a qualitative scale that gives an
understandable but summarized idea of how much a
given principle, and a guidance connected to it, is relevant
to that specific aspect. By summing the values along the
row, we compute an importance score, which tells how
much the given aspect is globally important from a resilience
standpoint. By summing the values along the column,
we compute the relevance score, which defines how
much a given resilience principle is pertinent to the
overall design. We suggest using an integer scale from
1 to 5 to define relevance values, where the smaller
values denote lower relevance. In the context of what is
being measured, we suggest that a scale of five numbers
represents a good compromise between level of detail
and simplicity of use.
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Once the relevance matrix has been filled with values
based on the domain expertise of stakeholders and
the experience of software architects and engineers, the
relevance matrix constitutes a guidance to verify the
implementation of resilience requirements. In practice,
the high relevance value of a principle with respect
to an aspect suggests that the recommendations deriving from
that principle must be implemented in the architectural
choices made for the given aspect. By using the reference
values, it is then possible to investigate the architectural
design through the lenses of resilience and determine
whether the choices made are satisfactory. The matrix
provides additional guidance: a high relevance score for
a given aspect indicates that more than one principle has
high relevance for that aspect. This is where two (or more)
principles may lead to contrasting architectural decisions
when trying to implement all the recommendations. If
the principles have different relevance values, it is possible
to prioritize the decisions and select among them. In case
the relevance values are the same, the importance score
of the principle can be of help in selecting which decision
to implement.
Moreover, by utilizing the principles and the aspects, the

method can also be applied to existing software systems,
where the original requirements are no longer accessible
or have evolved over time. It is always possible, in fact, to
identify the architectural aspects of a system by inspecting
it and then build the matrix.
The purpose of the relevance matrix is to provide quick

and general guidance in assisting a practitioner in evaluating
the resilience of a particular system design. It is not a
substitute for the collaborative work of stakeholders and
architects and their experience and knowledge in the
respective fields.

Resilient software systems for
emergency management

Emergency management in Victoria
The most common types of large-scale emergency events
in the state of Victoria are floods and bushfires. While
both have a substantial economic impact, bushfires are
responsible for the most loss of life. On February 7, 2009,
in Victoria (a date that is now referred to as Black Saturday),
a sequence of record hot days with high winds preceded
by almost two months of little or no rain led to fast-spreading
intense bushfires that killed 173 people and destroyed
thousands of homes. As a consequence of this disaster,
the Victorian Bushfires Royal Commission (VBRC) [32]
was established to examine events surrounding the Black
Saturday fires and to answer questions raised about the
emergency response.
In the case of fire in Victoria, three agencies are principally

involved in managing emergency services. They are the
Metropolitan Fire Brigade (MFB, responsible for responding
to fires within metropolitan Melbourne), the Country Fire
Authority (CFA, responsible for fire response in rural and
regional Victoria, as well as the outer suburbs of Melbourne),
and the Department of Sustainability and Environment
(DSE, responsible for fire management on public land,
accounting for approximately one third of the surface area
of the state). The VBRC identified inadequate integration
between these agencies as one of the reasons why operations
performed by the emergency services were not as efficient
as they could have been. Moreover, according to the
commission, the lack of access to up-to-date and relevant
information about unfolding events was one of the major
reasons for the impaired response of the community
as a whole to these events.

Figure 1

A relevance matrix that correlates principles and key architectural aspects.
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The findings of the VBRC also led to the establishment
of the new role of Fire Services Commissioner, whose
primary responsibility is to oversee and work with the
three fire services of Victoria, Bleading, enabling, and
facilitating changes to the way fire services work together
with partners and the community to prepare for major
fires and operate as one[ [33]. We emphasize here that
the community and the partners of the three fire services
(e.g., Victorian Government, Victoria Police, Emergency
Services Telecommunications Authority, Bureau of
Meteorology, and VicRoads) have been identified
as stakeholders, and their role in the management of
catastrophic events has been recognized. It is worth noticing
that the resulting set of stakeholders spans a variety of
organizations driven by their own business goals, and that
the Fire Services Commissioner has only direct influence
on the three emergency-management agencies cited
previously. The acknowledgment of this fact constitutes
an important step forward in conceiving the role of
emergency management in the community.
The Fire Services Commissioner has identified the need

for an improved information architecture for the emergency
services, one that values input from all stakeholders and
enables a common operating view that is always accessible
to everyone. This view should be accessible to those
formally involved in emergency management and even
those that, through circumstances, become part at any level
of emergency-management operations and need to make
decisions. It is the belief of the Fire Services Commissioner
that the quality of the decisions made depends on the
information available at the time of decision-making, and
that having correct, reliable, and timely information at all
times is crucial. To realize this vision and make information
efficiently available to all stakeholders who need it, new
information technology and tools need to be integrated in
the way agencies operate and communicate.
Technological advances in recent decades have led to

significant increases in computational power, the growth
of the Internet, and an explosion in the quantity and
accessibility of information. In addition, mobile
and interconnected devices have become commonplace.
However, emergency services have not fully exploited
these changes. This has had an impact on their engagement
with the community, their response to emergency situations,
and the level of interagency cooperation. The current
infrastructure deployed for emergency services is typically
built on a foundation of separate (Bsiloed[) agency-specific
systems and is based on voice communications. Although
voice-based communications have been at the center of
emergency services for more than 50 years, analog voice
information is largely inaccessible to computers. This results
in inefficient routing of information, often performed by
people not systems. As a consequence, significant delays
in making crucial data widely available are frequently

observed. According to the VBRC [32], BAn effective flow of
information is crucial to the Incident Management Team’s
ability to formulate a strategy for managing community
protection, fire response, and firefighter safety.[
The community is particularly disadvantaged by the

current information infrastructure. Once an emergency takes
place, the situational awareness of the community is often
limited to official warnings along with potentially inaccurate
information from traditional and social media. Likewise,
community contributions to situational awareness rarely
extend beyond the placement of 000 (equivalent to 911 in
the United States) emergency calls. Thus, the community
is largely excluded from either contributing to or benefiting
from a common operating picture. This has been seen as a
particularly critical flaw to address.

The information interoperability blueprint and VINE
In collaboration with the Victorian Fire Services
Commissioner, we have contributed to the development
of a framework and technology solution for the information
interoperability challenges affecting emergency management
in Victoria, as described in the previous section. Such
a system must satisfy a number of requirements, and
key among these is the embodiment of system-wide
resilience characteristics in order to support critical
emergency-management tasks. The nature of our
collaboration required us to focus on designing a
resilient information system for information sharing in an
emergency-management context. Although such a system
is critical to the resilience of the overall socio-technical
emergency-management apparatus, this discussion does
not address the process for achieving resilience for
emergency management in general.
An important step in helping key stakeholders to gain

an understanding of the nature and importance of resilience
principles was to discuss these principles with experts
well versed in the operational issues associated with
emergency management. As discussed while introducing
the conceptual model, in order to devise a truly resilient
architecture, it is necessary to understand and consider
the dimensions in the target domainVboth technical and
organizationalValong which resilience is required. In
the case of emergency management, we identified five
dimensions that were particularly crucial for the system.
These dimensions are represented diagrammatically in
Figure 2 and are discussed next.
Organizational structure is certainly one of the elements

that affect emergency-management operations. These
structures are the result of the collective effort of a variety
of stakeholders, often belonging to different chains of
command. As illustrated in Figure 2, there are a variety
of organizational structures that exhibit different
characteristics with regard to the effectiveness of action
and the related flexibility in facing diverse situations.
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Hierarchical organizations are very effective in terms of
chain of command but are somewhat rigid, whereas swarm
structures are extremely flexible but less effective in terms
of global coordination and control. Our collaboration with
the emergency-management agencies has revealed that
even though there is a reference hierarchical structure during
large-scale events, emergency-management arrangements
often require being more dynamic. This dimension also
covers the way in which the data is maintained, transmitted,
and shared among the relevant stakeholders. For instance,
in a hierarchical structure, the command chain can also be
used to transmit data, whereas in peer-to-peer and swarm
structures, broadcasting can be more appropriate.
The mobility of information is another dimension of

interest. This not only refers to the technological solutions
that allow the information to be delivered where needed,
but also includes the procedures and conventions that have
been adopted over time by either emergency services or
the community to acquire and dispatch information. There
has been a transition from a situation in which most of
the information was based on in-person communication
into an environment where the source of relevant information
for an incident is the whole community, which uses a variety
of methods and techniques to communicate.
Technology evolution is definitely an important aspect

to consider: in the last 50 years, digital technologies have
supplanted analog technologies in a broad range of domains.
Although this generally has improved system capabilities,
there is still value in considering analog solutions, especially
in the case of emergency management. For instance,
disruptions or catastrophic events might prevent use of digital

solutions. Furthermore, some stakeholders (e.g., elderly
people) may not have effective access or make effective
use of digital technologies. This leads us to consider another
aspect, which we considered sufficiently important to be
treated as a separate dimension: bandwidth requirements.
Different technologies have different requirements in terms

of bandwidth, and this affects not only their accessibility
and coverage but also the amount of information that
can be conveyed. It is important for the effectiveness of
emergency-management operations to select the appropriate
amount of information to communicate and the most
appropriate medium, rather than using one technology
versus another.
Data reliability is another dimension that becomes

important, especially when we consider that, over time,
a core aspect of traditional and reliable data, such as official
warnings, has been increasingly supplemented by a larger
volume of less reliable data, such as media reports and
social media information. These new sources of information
cannot be ignored, as they may improve information
coverage and freshness, but they must be carefully and
appropriately interpreted.
The domain-specific dimensions formulated above can

be used by an expert practitioner alongside the broader
principles defined earlier as a guide for the distillation
of a set of requirements for such a system. Our
research on resilience and interviews with some key
emergency-management stakeholders have provided
evidence that resilience can be better achieved through
a comprehensive approach rather than a Bbest compromise[
solution. In other words, the set of requirements we derive

Figure 2

The dimensions of the problem domain across which resilience is investigated.
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should emphasize the importance of coping with all the
relevant variations across these dimensions, rather than
selecting only a specific solution. For instance, the
information system should support and make use of rich
multimedia data feeds, but if users lose their high-bandwidth
wireless connection, the system should be able to make
a transition to transmitting less bandwidth-intensive forms
of data across a slower connection.
The IBM Research team combined the conceptual

framework with its own software architecture expertise, as
well as the knowledge gained through numerous interviews
and discussions with domain experts in the area of
emergency management, to specify a suitable set of
requirements, as follows:

• Requirement 1. Stakeholder ecosystemVThe system
must address the needs of a heterogeneous set of
community stakeholders and provide appropriate ways
to interact and collaborate.

• Requirement 2. Informed decision-makingVThe system
must be able to support informed decision-making at
all levels and in any conditions.

• Requirement 3. Security, robustness and diversityVThe
system must be capable of delivering information despite
disruptions, with different levels of service and by
making use of different strategies and channels. It must
also be secure against attacks that deny service at critical
times, that provide unauthorized access to the system,
or that attempt to contaminate the system with misleading
or inaccurate information. Moreover, it must have
in place redundant procedures to implement a given
functionality, especially for core and critical features.

• Requirement 4. Coherent high-level system
architectureVThe system should be designed such
that any disruptionVfrom a minor perturbation to
a large-scale disasterVis addressed consistently.
Conceptually, the same system and set of procedures
should be used to address any type of event.

• Requirement 5. Graceful degradation and seamless
reintegrationVThe system must be capable of gracefully
degrading its behavior and performance when disruptions
occur. In the same way, disconnected systems should
be able to operate independently and reintegrate
seamlessly as the impact of disruptions ceases.

• Requirement 6. Information integrationVThe system
must integrate and make use of diverse information
and information channels. These should include sensory
data, social networks, weather observations, forecasts,
geospatial information, etc.

These requirements have been validated by domain
experts in emergency management and embodied in the
Information Interoperability Blueprint (Bthe Blueprint[),
which constituted the next phase of our collaboration with

the Fire Services Commissioner. This is a document for
a wide audience that establishes the vision for a future
information system for emergency management in
Victoria, known as the Victorian Information Network
for Emergencies (VINE). VINE is envisaged as a web
services-based integration platform for all information
about an emergency from many different sources, giving
controlled access to that information to all stakeholders in
an emergency. As an integration platform, VINE will make
it possible to assimilate a broad variety of information
currently stored in different formats across a variety of siloes.
The platform will also have a powerful API (application
programming interface) that provides flexible programmatic
access to this information. This latter capability serves as
a foundation for the emergence of an ecosystem of tools
that improve community resilience and the effectiveness of
the emergency response capability of Victoria. Furthermore,
the Blueprint specifies that a variety of advanced data
analytics and decision-support tools will be developed using
the platform, providing access to such tools to a broader
set of stakeholders.
The Blueprint potentially addresses the entire Victorian

community. Therefore, the language and concepts used
to express the requirements are less formal and more
accessible to a wider audience. In particular, it envisions
the emergency management in an information-centric world
as being: engaged with the community, resilient, open,
mobile and multimedia capable, holistic, and a platform
for innovation. Furthermore, it specifies the necessity for
the system to be diverse, redundant, adaptable, capable
of graceful degradation and seamless reintegration,
and comprehensive. This group of properties covers in total
the requirements expressed above. The Blueprint has been
reviewed by operational and management leaders within
the emergency services and formally endorsed at the
government level. This demonstrates a successful
contribution of our research effort and approach to the
definition of a new vision for emergency management
in Victoria.
The current phase of our collaboration with the Fire

Services Commissioner involves the creation of a high-level
reference architecture based on the principles and goals
for VINE as described in the Blueprint. The reference
architecture will guide further architectural work for
incrementally implementing the vision of VINE. This
work will provide the opportunity to use the remaining
key component of our conceptual framework: the relevance
matrix. We hope to report on our experience with this process
in a future publication.

Final considerations
In this paper, we have described our research on system
resilience and introduced a conceptual framework for
designing resilient information systems. We reported our

C. VECCHIOLA ET AL. 2 : 9IBM J. RES. & DEV. VOL. 57 NO. 5 PAPER 2 SEPTEMBER/OCTOBER 2013



experience in applying the concepts of this framework
in the domain of emergency management in the course
of our collaboration with the Victorian Fire Services
Commissioner.
Our work on the characterization of resilience for systems

has been organized into a group of concepts and artifacts
that can support the work of architects and software
engineers in embodying resilience in the design of systems
and verifying it is properly implemented. The key elements
of this framework are the resilience principles, resilience
requirements, and the relevance matrix. The principles
identify general assumptions about system resilience,
from which resilience requirements for a specific system
are derived. This is done by understanding the application
domain of the systems and perspective of each the involved
stakeholders. The relevance matrix constitutes a quick
assessment tool and guidance for architects and engineers
while performing architectural work or assessing an
existing system. By not defining a methodology but
rather a conceptual framework, these elements can be
easily integrated with the existing approaches and
architecture methodologies.
The collaboration with the Victoria Fire Services

Commissioner, which originally motivated our work on
resilience, represented an opportunity to apply the framework
in real life. We can observe that the concepts developed
in the framework have been definitely useful, even though
their use has often been implicit rather than methodical.
In particular, we noted that the application of the guiding
principles to a specific application domain has required
considerable work, mostly because of the diverse points
of view of the complex network of emergency-management
stakeholders in Victoria. A key role, in ensuring the
acceptance of the resilience requirements expressed, has
involved the Information Interoperability Blueprint, which
is a non-technical document that expresses a vision for
a resilient information system underpinning emergency
management in Victoria. This document has established
a path for a more formal characterization of the VINE.
In addition, at present, we only made use a subset of the
conceptual framework introduced in this paper. In the future,
we expect to complete the evaluation of our conceptual
framework by applying the relevance matrix to proposed
architectural designs of VINE. The results obtained
so far are promising, as the Blueprint has been
reviewed by operational and management leaders
within the emergency services and formally endorsed
at the government level.

*Trademark, service mark, or registered trademark of International
Business Machines Corporation in the United States, other countries, or
both.

**Trademark, service mark, or registered trademark of Google, Inc., or
The Open Group in the United States, other countries, or both.
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