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Abstract. The web is the largest repository of documents available and, for retrieval
for various purposes, we must use crawlers to navigate autonomously, to select doc-
uments and processing them according to the objectives pursued. However, we can
see, even intuitively, that are obtained more or less abundant replications of a signif-
icant number of documents. The detection of these duplicates is important because
it allows to lighten databases and improve the efficiency of information retrieval en-
gines, but also improve the precision of cybermetric analysis, web mining studies,
etc. Hash standard techniques used to detect these duplicates only detect exact du-
plicates, at the bit level. However, many of the duplicates found in the real world
are not exactly alike. For example, we can find web pages with the same content,
but with different headers or meta tags, or viewed with style sheets different. A fre-
quent case is that of the same document but in different formats; in these cases we
will have completely different documents at binary level. The obvious solution is to
compare plain text conversions of all these formats, but these conversions are never
identical, because of the different treatments of the converters on various formatting
elements (treatment of textual characters, diacritics, spacing, paragraphs ...). In this
work we introduce the possibility of using what is known as fuzzy-hashing. The
idea is to produce fingerprints of files (or documents, etc..). This way, a comparison
between two fingerprints could give us an estimate of the closeness or distance be-
tween two files, documents, etc. Based on the concept of ”rolling hash”, the fuzzy
hashing has been used successfully in computer security tasks, such as identifying
malware, spam, virus scanning, etc. We have added capabilities of fuzzy hashing to
a slight crawler and have made several tests in a heterogeneous network domain,
consisting of multiple servers with different software, static and dynamic pages,
etc.. These tests allowed us to measure similarity thresholds and to obtain useful
data about the quantity and distribution of duplicate documents on web servers.
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1 Introduction

The web is the largest repository of documents available. Even in a purely intuitive
way is easy to find abundant information replicated in any tour of the web. Bharat
and Broder [2] cite studies of the second half of the 90 in which it is shown that
over 30% of web pages explored by crawlers are duplicates. Although in their study
identified only 9.4% as duplicate pages, it is also true that they were focused only
in duplicates by mirroring. In any case, these are important quantities which raises
suspicions of high level of replication of web content for various reasons. Duplica-
tion of documents hinders the work of the crawlers and slows down the indexing of
documents, is an added difficulty for users who need to review the documents re-
trieved after a search. Chowdhury and others have noted, moreover, the problem of
duplication of documents and their impact not only on the speed of retrieval, but also
in the calculation of weights of terms based on their frequencies [4]. In many cases,
however, is not exact duplicates, but near duplicates: documents that have virtually
the same content, but differ on some details. Yerra and Ng [19] quote some cases,
by way of example, of documents in different versions, small documents assem-
bled in a large document, and the reverse: split large documents into smaller parts,
different views of the same content ... To this we can add a few more causes:
specific headers added by web servers or web applications to identical docu-
ments, visitors counters, documents that include the current date, their own URL,
relative paths, etc.

Because that, it is important to have techniques and tools to detect duplicate and
near duplicate documents, this need arises in various contexts, and which concerns
us: that of information retrieval on the web. This article shows some preliminary
results in implementing in this type of tasks of techniques known as fuzzy hashing.
This paper is organized as follows: Section 2 gives a brief review of the most com-
mon techniques for measuring the resemblance or similarity between documents,
and its application in detecting near duplicate documents. Section 3 describes the
fuzzy hashing or Context Triggered Hasshing Piece (CTPH). Section 4 describes
the experimental tests carried out and discuss its results. Finally we present some
conclusions and future work lines.

2 Measuring Similarity between Documents

There are different systems to estimate the resemblance or similarity between two
documents. Several of them stem from the calculation of similarity between vectors,
apply where the documents are represented by vectors: cosine Dice, Jaccard et al.
[16] But they are not useful in this case, as they were designed to estimate semantic
similarity, the vector model itself which supporting its use part of the independence
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between terms, without taking into account the position relative to each other.
And in any case, their application has processing requirements inapplicable in this
context [3].

Other systems derived from what is known as edit distance, ie the number of
operations required to transform a string in another [14]. This includes measures
of similarity between sequences of characters such as Hamming [8], Lenvensthein
[12], [15] or Damerau [5], among several others. Their main problem is that they
are designed for short sequences of characters, one of its most common uses, for
example, is the correction of typographical errors by suggesting words close. Ap-
plied to very long strings, such as full papers, are inapplicable because they need
too long time.

The most used solution to detect duplicate documents is hashing, ie obtaining
a criptographyc fingerprint wich, because the algorithms used, is small, but fairly
reliably ensures that there are not two equal hashes for documents are different. The
hashing has diverse applications, from facilitating quick searches os data structures
wich use a hash as a key or reference of the stored data, to use encryption, for exam-
ple, digital signature applications or as a guarantee of no alteration of a document.
Some of the most popular are MD5 or SHA, MD5 is often used in free software
downloads for checking the integrity of the original files. It is easy to find utilities
in the operating systems and programming languages that allow to obtain hashes by
these algorithms.

However, conventional hashing, which works very well for the purposes for
which it was conceived, has disadvantages in the detection of duplicate doumen-
tos. In fact, the smallest difference between two documents, even at the bit level,
produces hashes completely different, being this difference not proportional to the
real difference between such documents. Thus, an algorithm as such MD5 certifies
pretty sure that two documents are identical, but is not valid to detect documents
that, although containing small differences, could be considered equal in practice.

3 Fuzzy Hashing

The Fuzzy hashing o Context Triggered Piece Hashing (CTPH) is based in works
by A. Tridgell [18], who, after using hash techniques in the development of rsync
(a popular GNU application for the incremental transfer of files, http://rsync.
samba.org/) applied fuzzy hash in another application (spamsum) dedicated to
detecting spam e-mail messages.

The fuzzy hash is based on what is known as rolling hash. Suppose a window of
n characters in size that moves along a document, each time a character, for each
position a conventional hash is calculated, which is recalculated very quickly to the
next position of the window until at the end of the document. Rolling hashing is
applied in the search for substrings, among other things. The fuzzy hasing applies a
rolling hash which advancing along a document until it reachs certain points, known
as trigger points. When it reaches a trigger point, the rolling hash computed until

http://rsync.
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then is stored and restarts, rolling to the next point, and so on until the end. Both the
size n of the hash rolling window as the trigger points are obtained in various ways
depending on the size of the document.

At the end of the process we have a number of hashes corresponding to as many
segments of the original document, and we may get a short signature from each
hash and concatenate them into a sequence of characters [17]. If we change the
original document, one or more of the segments (corresponding to the amendment)
will produce different rolling hashes, but not the rest. Thus, the final sequence of
characters obtained will be different in the corresponding segments affected by the
amendment, but not the rest. Thus, the number of different characters in the final
fuzzy hash is proportional to the magnitude of the changes in the document [10].

The fuzzy hashing is used in tasks related to computer security (forensics,
detection of polymorphic viruses, malware detection, etc.) [9].

4 Tests Carried Out

We conducted several tests designed to evaluate the usefulness of fuzzy hashing to
detect duplicate documents on the web. The context of these tests is the Information
Retrieval on the Web, in this context, a crawler traverses the network by collect-
ing and indexing documents. Basically, the crawler scans a web page, indexes and
extracts the links it contains, which are stored. Once indexed a page, the crawler
gets from the storage a new URL to explore. Naturally, the crawler is careful not to
scan the same URL, ie, does not store addresses that have been visited or already
stored previously. Of course, we can also to limit the tours of the crawler to URLs
belonging to certains domains or having certain characteristics, as is also possible
to confine the indexing to documents in certain formats, etc. [6].

In the tests we used our own crawler, designed to be part of our search engine VII
[7]. We have added the ability to detect exact duplicates, using a MD5 hash, and also
to detect similar documents using fuzzy hash, using ssdeep python module [13], a
port for this language based on the ssdeep library’s Kornblum [11]. In all cases, both
fuzzy hash and MD5 hash are obtained not from the original page or document, but
from its conversion to plain text. In this way we ignore differences arising simply
the format. On the other hand, as mentioned before, the crawler only visits different
URLs, ie, we refer to duplicate or near duplicate documents with different network
addresses.

Since these are preliminary tests, we have carried out crawling inside certain web
servers or certain network subdomains. Duplicates found, therefore, are always on
the same server or in any case, within the same subdomain. After several tests, we
established a similarity threshold of 0.9 for the fuzzy hash, so that documents with a
score above this threshold are considered duplicates. Some results are shown in the
accompanying graphs.

The first thing to note is the abundance of duplicate documents in all cases.
Many of them are exact duplicates (conversion to plain text), detected with MD5.
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Fig. 1 diarium.usal.es. WordPress Server

But, in different ways, as the case, there is a significant amount of documents not
identified as duplicates by MD5, but thanks to the fuzzy hashing can be considered
as duplicates for practical purposes. In many cases, the amount of duplicates is even
higher than that of unique documents. In some graphs is shown clearly how, as
he goes the route of the crawler through a server, the number of unique pages or
documents not duplicates grows to a ceiling which is not exceeded or exceeded
with little slope. The number of duplicate and near duplicates is also growing as the
crawler advances in the exploration of the site, but does not stop and overcomes,
sooner or later, to the unique documents.

In other words, the crawler gets all unique documents but does not stop, then
continue to get URLs that, being new and different from those already explored,
lead to pages or documents that are duplicates of others already visited. This means
that quite closely, we may suspend crawler travel long before having explored all
the addresses collected, confident that after a certain point, little or no new content
page will be covered.

On the other hand, tests have been made also with a full subdomain, the subdo-
main is heterogeneous in the sense that it consists of multiple servers (about 200) of
various sizes, some with static and other with dynamic pages, managed by a variety
of CMSs and / or ad-hoc Web applications. The size, number of pages, in that sub-
domain is difficult to determine, Google gives a figure of 1,500,000 pages, although
it is known that the figures provided by the search engines must be observed with
caution [1]. What is striking is that, after exploring the first nearly 73.000 pages the
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Fig. 2 fciencias.usal.es. Drupal

crawler don’t find unique documents and, of these, only about 46,000 are uniques.
The amount of exact duplicate documents (detected by MD5) is remarkable, but
also stabilizes after a certain point. Which increases from that point the amount of
duplicate documents are near duplicates detected by fuzzy hash.

At this point several questions may arise. First, the causes of the extensive du-
plication of documents. Taking into account that the crawler only follows unique
URLs, some of these duplications could come from redirects and aliases in the
server names. But, waiting to confirm this hypothesis with hard data, it appears
that this cause could only explain part of exact duplication. Another part may stem
from how CMSs and web applications generate links to their components, which
could take different forms in regard to the URL, but point to the same document. In
this regard it is interesting to ask if there are different behaviors depending on the
particular software used in each site. We can assume that, perhaps, a CMS generates
more duplicates than others. It is also likely that certain web applications gener-
ate a greater number of replications, either exact or either generating versions of the
same document. This may occur with social-oriented web sites (web 2.0) and is also
likely that this class of sites have a greater relationship with certains CMSs, aimed
precisely at the Web 2.0.

The way the crawler traverses the site has to do with finding more or less
duplicates? Can we find paths to allow us explore before the unique documents
contained in a web site or domain?
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Fig. 3 Domain usal.es. Several servers and heterogeneus web applications

5 Conclussions and Future Work

We have shown a technique known as fuzzy hash and its use in detecting near du-
plicates in the web when a crawler navigates it. Fuzzy hashing is a real hash, it is
computed quickly and the risk of collisions (two different documents produce the
same hash) is very low. However, the difference between two fuzzy hashes is pro-
portional to the difference between the documents from they came. This feature
allow us to detect near dupplicated documents easily. Preliminary tests carried out
show that there is a significative amount of duplicates or near duplicates documents.
The results suggest that, for a given level of crossed pages within a website, there
comes a point where they no longer reach new pages, which have not been explored
previously.

For future work, various questions must be resolved. First, it is necessary to
analyze the causes of the large number of duplicate documents. Also to consider
whether certain CMS produce more duplicate than others. Also, find ways of
improving crawling strategies, so that the useful pages can be explored before.
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