
Trustee-based Tracing Extensions to Anonymous Cash and the Making ofAnonymous ChangeErnie Brickell� Peter Gemmell� David Kravitz�AbstractElectronic cash is a subject of great economic, political,and research importance. With advances in computernetworks, in processor speed, and in databases and withadvances in note counterfeiting technology and with bothindividuals' and businesses' desire for remote and moreconvenient �nancial transactions, some forms of electroniccash are likely to become widespread within 5 to 10 years.While unconditionally anonymous electronic cash systemshave been proposed in the literature, governmental and�nancial institutions are unwilling to back a completelyanonymous system. Instead, they have proposed systemswith little or no protection for the users' privacy. Theirreasons for opposing complete untraceability have to do withthe containment of user fraud and the desire to restrict thenew kinds of crime that unrestricted remotely withdrawableand spendable electronic cash could facilitate.We introduce the �rst electronic cash systems which in-corporate trustee-based tracing but otherwise provably pro-tect user anonymity. We expand on the provably anony-mous electronic cash systems of [B93] and [FY92]. Our sys-tems maintain the previous papers' complete provable useranonymity except that, only with the cooperation of severalpublicly appointed trustees (key-escrow agents), the govern-ment can trace a user's spending with certainty, determiningto whom the user gave his/her money and how much s/hegave. The trustees can answer the question of whether aparticular payment was made by a particular user, withoutrevealing any additional information. This allows for autho-rized forward and backward tracing that does not impingeon the privacy of anyone other than the parties of the onetransaction in question. The trustee-based tracing requiresno tamper-resistant hardware and can be implemented aseither on-line or o�-line systems.For those concerned about the trustability of thetrustees, we describe how a mutually distrustful governmentand user can construct an electronic trustee, a device whichcan be used in place of (or in addition to ) ordinary humantrustees. This device, which does use tamper-resistant andtamper-detecting hardware, automatically alerts the user incase his/her secret stored by the trustee is released or com-promised.Furthermore, we introduce an on-line anonymouschange-making protocol that is independent of trustee-basedtracing. This protocol addresses a major stumbling block foranonymous cash systems: how a user can make an anony-mous purchase at a store when the user does not have cor-rect change. We are able to provide exact, perfectly anony-mous change, assuming a line of communication with a coin-minting facility. There is no need to determine on-line thatthe user's coins have not been spent before.�Sandia National Labs, MS 1110, PO Box 5800, Albuquerque,NM 87185-1110. E-mail Contact: psgemme@cs.sandia.gov.This work was performed at Sandia National Laboratories andwas supported by the U.S. Department of Energy under contractDE-AC04-76DP00789.

1 IntroductionWe present electronic cash systems that we believe canbe put into practice. Our systems have the followingproperties:� The systems are reasonably acceptable to users whoare concerned about invasion of their privacy.We envision that each individual is allowed towithdraw remotely a modest amount of completelyuntraceable electronic cash, say about $100, perday. Other completely untraceable cash would bewithdrawn in-person from such places as an ATMor from a bank branch.� The systems are acceptable from the point of viewof law enforcement and crime prevention.Aside from the completely untraceable money, eachindividual is allowed to withdraw remotely as muchmoney as s/he has, fromany location, in the formoftrustee-traceable electronic cash. This means thatif law enforcement gets the trustees' approval, itcan get from the trustees information to determinewhere a user has spent his/her trustee-traceablemoney.While it is possible for trustee-based systems tohave an arbitrary number of trustees and for thetrustee-based tracing to have an arbitrary positiveaccess structure associated with it, for the sake ofsimplicity, the systems which we present in thisextended abstract have two trustees, both of whomare required for a trace to be e�ective.The trustee-based tracing can be accomplishedcompletely through cryptology and has no need fortamper-resistant hardware. It works as follows:When the user sets up his/her bank account, theuser provides the trustees collective informationwhich later would allow them to recognize theuser's trustee-traceable coins. If a trace is orderedby the courts or authorized by the user, the trusteesuse their information to recognize payments involv-ing the user's money. This technique is describedin section 3.� The systems address the major problem of the usertrying to make a purchase without correct change1



2 Brickell, Gemmell, Kravitzwhile maintaining (either unconditional or trustee-based) user anonymity. Our anonymous change-making protocol is on-line, in the sense that it re-quires that the user must be able to communicateanonymously with an electronic coin-minting fa-cility. However, unlike the solutions proposed in[Cha89], there is no need for the system to check,during the change-making transaction, that theuser's coins have not been spent already. Our pro-tocol is independent of trustee-based tracing andcan be used in either the context of a completelyanonymous system or a trustee-based system.A privacy-minded user does not want to acceptcoins from a store as change because those coinsmight be traceable in a way not obvious to theuser. Also, the user does not want to identifyhim/herself to the bank immediately before makingthe purchase because the bank could then associatethe user with the store. The bank might make thisassociation either by learning the user's physicallocation at the store via the user's communicationsor observing that the change-making happens closeto the time that the store deposits the money theuser gave it. Our protocol allows a user desiringcorrect change, but not wishing to reveal his/heridentity to the bank, to exchange anonymouslyone set of coins for another set of coins of equaltotal value, but di�erent denominations. The bankdoes not learn the user's identity, but the system'sprotection against multiple-spending of electronicmoney and other fraud remains intact.Furthermore, we note that no o�-line, perfectlyunlinkable, and e�cient cash-divisibility scheme ispossible. This is so in the following sense: ifall the pieces of a divisible coin are information-theoretically unlinkable, then the total entropy ofthe coin (and the number of bits associated with thecoin) must be proportional to the maximum num-ber of legitimately spendable pieces. Therefore, theonly hope for creating unlinkable divisible coins isto put the user's privacy in terms of complexityassumptions.The security and privacy properties of our proto-col are based on the algebraic properties of a largesubgroup of prime order q embedded in the multi-plicative group Z�p , where p is a large prime.� The systems are secure against counterfeiting andother fraud. We present one version of the systembased on [B93], where the security is based on theexistence of a collision-free hash function and thedi�culty of �nding discrete logarithms, and oneversion based on [FY92], where the security is based

on the existence of a collision-free hash function andthe di�culty of factoring as well as the di�culty of�nding the discrete log.� The systems protect the user against false chargesof spending electronic money. Even with the helpof all the trustees, the government can not feasiblymake the user appear to have made a payment s/hedid not make.� The systems allow for the transferability of coins asdescribed in [vA90] and [CP92]. Furthermore, thetransfers can be made trustee-traceable.1.1 Previous Work.There is a great amount of literature on electroniccash. Previously proposed systems can be divided intotwo types:� Those that o�er little privacy for the users of thesystem. These systems either neglect the privacyissue altogether or trust the banks, the government,or other central authority not to pry into users'�nancial dealings.� Privacy-protecting systems. These tend to be moredi�cult to design because they have to preventthe bank from learning too much about the userwhile still giving the bank power to prevent ordetect fraud by the user. Most such systems usea concept called blind signatures which is due toChaum [Cha83]. A blind signature scheme is aprotocol in which the signer (the bank or the mint)signs a piece of information for the recipient (theelectronic cash system user) without being awareof exactly which signature it is providing. Therecipient obtains a signature but does not learnanything from the protocol which would enable himor her to sign other things. This type of signaturescheme, when used in the context of electronic cash,enables the user to withdraw money from the bank,spend it at a store, and be con�dent that when thestore deposits the money at the bank, the bank willnot be able to recognize the money as the samecash given to the user. [CFN90], [OO92], [FY92],and [B93] are examples of systems which employblind signatures.So far, there are two basic blind signature schemes,one due to Chaum and Pedersen [CP93] and theother due to Chaum ([Cha85] and [Cha88]).[Cha85] and [Cha88] introduce a protocol basedon the di�culty of computing cube roots moduloan RSA modulus N with unknown factorization.The idea is that the bank knows the factoriza-tion of the modulus and is able to compute pairs



Trustee-based tracing for Electronic Cash/ Making Anonymous Change 3(y;H(y)1=3 mod N ) where H is a collision-free hashfunction. The user chooses random x; r mod Nand sends r3H(x) mod N to the bank. The banksends rH(x)1=3 to the user who extracts the coin(x;H(x)1=3) which is unknown to the bank.[CP93] introduces a protocol based on the di�cultyof computing the discrete log of a number h modp where p is a large prime. The bank sets h = gxmod p where g is a public generator. The bank thenpublicizes h but keeps x secret. The blind signaturescheme is somewhat complicated and is presentedas part of the protocols of subsection 3.2.Two previous techniques to deal with the prob-lem of providing change anonymously are due toOhta and Okamoto [OO92] and Eng and Okamoto[EO94] who developed protocols which enable auser to split his or her coins into pieces and give dif-ferent stores di�erent pieces. The trouble with theirsolution is that, while the bank may not know whowithdrew the coin, the bank will recognize the dif-ferent pieces as belonging to the same coin. Thus,the pieces are linkable.1.2 Privacy, Kidnapping, Extortion, LostMoney, and other Issues.Due to space considerations, we defer the bulk ofour discussion of these important but less technicalissues to the full paper. One problem with previouslyproposed privacy-preserving electronic cash systems isthat they make kidnapping and other forms of extortionmore viable than with paper-based transactions (see[vSN92]).1.3 Organization of the Paper.In section 2, we de�ne terms.In subsections 3.2 and 3.3, respectively, we incor-porate trustee-traceability into two previously publishedcash transaction systems.In section 4, we describe an electronic trustee whichautomatically alerts the user when s/he is being traced.In section 5, we present our solution to the problemof making a completely anonymous purchase when theuser does not have correct change.2 De�nitionsWe de�ne terms that we'll use throughout the rest ofthe extended abstract.� U , the User or the User's card: The User is anyonewho withdraws and spends electronic money. TheUser's card is a card constructed for and trustedby the user. It is the device with which s/he makeswithdrawals, purchases, and reports transactions.

IDU is a user ID which is associated with U .� B, the Bank: An institution which dispenses elec-tronic cash for withdrawal and accepts it for de-posit. The bank should not have the power to traceusers' spending.� Trustee: A person or device that stores part of asecret which can be used to trace the user's �nancialtransactions.� G, the Government: A regulator of the �nancialsystem. G should only be able to trace the users'money if G has the trustees' cooperation.� H: A collision-free hash function.3 Incorporating Trustee-based Tracing into theCash ProtocolsWe present means by which trustee-based tracing is di-rectly incorporated into the basic electronic cash proto-cols of Brands and Franklin-Yung. The tracing mech-anism is e�cient and the user's card needs to con-verse with trustees only upon the set-up of his/heraccount. Furthermore, the trustee-based tracing re-quires no tamper-resistant hardware and, as long asthe trustees do not cooperate in an attempt to tracethe user's spending, the system preserves the securityand complete anonymity of the original anonymous cashschemes.We note here that in the above-described systems,an answer to the question of where a user spent one ofhis/her electronic coins would involve a binary searchover a potentially very large database of deposits. Whilethey also have the advantage that they do not requiretamper-resistant hardware and while they provide forthe cryptographic tracing of double-spenders, we be-lieve that any acceptable general use o�ine system mustprevent double-spending and that this will involve sta-tioning a tamper-resistant device in the user's electronicwallet.In the full paper, we consider a method of trustee-based tracing that is centered on a tamper-resistantobserver. This has the advantage that there is no needfor legitimate traces to access large databases.In the full paper, we describe two extensions thatallow for the tracing of a user's �nancial transactions bytrustees. Both of these extensions are centered aroundhaving the user send an encrypted version of his orher transaction records periodically to an AutomaticRecords Deposit Machine (ARDM ). The records areencrypted in such a way that it would require bothtrustees to decrypt them. The deposits of the recordsmay be done remotely.



4 Brickell, Gemmell, KravitzThe �rst, more simple, extension is based on theidea that the user's wallet will be fabricated in a facilitytrusted by both the user and the government.In the second extension, there is no single de-vice which is trusted by both the user and the gov-ernment. Instead, the user builds his/her own cardand the tamper-resistant government-trusted observeris stationed within it.3.1 Proving Combined Knowledge of a Repre-sentation.At various times in the protocols of subsection 3.2and 3.3, the trustees, T1 and T2, will wish to showa third party (a veri�er) that they have combinedknowledge of a representation of some number h relativeto generators g1; g2.Proving Combined Knowledge of aRepresentationP1 and P2 claim to have combined knowledgeof a representation of h is terms of g1; g2.P1 knows ga1;11 ga1;22 . P2 knows ga2;11 ga2;22 :P1 proves knowledge of a representation ofga1;11 ga1;22 to V .P2 proves knowledge of a representation ofga2;11 ga2;22 to V .V checks that h = (ga1;11 ga1;22 )ga2;11 ga2;22The following protocol appears in [B93]:Proving Knowledge of a Representation(P knows y = ga11 ga22 .)P: compute w1; w2 2R Zq, z = gw11 gw22 .send z; (g1; g2); y �! V .V : send challenge c 2R Zq �! P.P: send ri = wi + cai mod(q) for i = 1; 2 �! VV : check zyc = gr11 gr22 .3.2 Incorporating Trustee-based Tracing intoBrands' Protocols.We describe a modi�cation of Brands' protocolswhich allows for trustee-based tracing. There is noneed for any tamper-resistant devices or any inconve-nience to the user. The security of all parties is basedonly on cryptographic assumptions. The trusteesparticipate in an interactive process during the accountSet� Up protocol, when they conduct proofs of knowl-edge of a representation for each value fk (k indexes thecoin withdrawn by the user and each coin has a di�erentvalue fk).

Let p; q be large primes such that qj(p� 1) and letG � Z�p be the subgroup of order q. Let g; g1; g2; g3; g4; dbe generators of G randomly chosen by the bank.The values hi = g�i are information published bythe bank for verifying the authenticity of the electroniccoins, where the index i refers to the coin's denomina-tion. Knowledge of �i allows the bank to mint coins ofdenomination i.The set-up, withdrawal, and payment protocolsare extensions of Brands' basic set-up, withdrawal andpayment protocols.In the new set-up protocol, the user gives thetrustees information which would allow them to linkany payment involving each coin to its withdrawal.This information is the combined knowledge of U 'srepresentation of the value fk = g3;k3 g4;k4 . Thetrustees prove to the government that they know arepresentation for fk.Set-Up-With-TrusteesU: generate random u1; u2 andsend IU = gu11 gu22 �! B.B: associate IU with U's identity, IDU,choose random �i for each coindenomination i and broadcast g; hi = g�i.Let N be an upper bound on the numberof coins which U will withdraw.U: choose f3;k; 4;kgNk=1 2r Zq.For each k, randomly split3;k = sk1;1 + sk2;1; 4;k = sk1;2 + sk2;2 mod (q)send sk1;1; sk1;2 �! T1; sk2;1; sk2;2 �! T2.For each k, send fk = g3;k3 g4;k4 �! B.For each k, trustees T1 and T2 provecombined knowledge of a representationof fk to B relative to g3 and g4.The new withdrawal protocol is very similar to theprotocol of [B93] except that m = IUdfk.The underlying idea of Brand's protocol is thatB provides U with a blind signature that is a tu-ple (A;B; z0; a0; b0; r0). This tuple satis�es the equa-tions gr = hH(m0 ;z0;a0 ;b0;A)a0 mod(p) and m0r0 =z0H(m0 ;z0;a0 ;b0;A)b0 mod(p). If H is a collision-free hashfunction, it is believed to be hard to create a tuple of thisform without �nding the discrete log of h (see [B93]).Furthermore, because the signature is blinded, the tu-ple is uniformly distributed among all such tuples whenone is given only the bank's view of the conversation.



Trustee-based tracing for Electronic Cash/ Making Anonymous Change 5Withdrawal-With-Trustees(for denom. i)(for U's kth withdrawal). Let h = hi; � = �i.U: prove knowledge of a representationof IU = gu11 gu22 mod(p) to BB: choose w 2R Zq and set m = IUdfk.send z = m�; a = gw; b = mw �! U.U: choose s 2R Z�q , set m0 = ms; z0 = zs;choose x1; x2; x4; x5 2R Zq, sety1 = u1s � x1; y2 = u2s� x2 mod(q);y4 = 4;ks � x3; y5 = s � x5 mod(q),let A = gx11 gx22 g3;ks3 gx44 dx5 ;B = gy11 gy22 gy44 dy5choose u; v 2R Z�q , set a0 = augv;b0 = bsu(m0)v; c0 = H(m0; z0; a0; b0; A);send c = c0=u �! B.B: send r = �c+ w mod(q) �! U.U: verify gr = hca;mr = zcb mod(p),set r0 = ru+ v mod(p),set signB(A;B) = (z0; a0; b0; r0):In the new payment protocol, the user is forced toreveal the value r3 = 3;ks. Later, if the trustees givethe government the value 3;k from the execution ofthe withdrawal protocol and the government has thevalues m0; r3 = 3;ks from an execution of a paymentprotocol, then the government can compute s and IUd =m0s�1=fk mod (p), thereby linking the payment with thewithdrawal.Payment-With-TrusteesU: send A;B; signB(A;B) = (z0; a0; b0; r0);r3 = 3;ks mod(q) �! S.S: verify that AB 6= 1, verify signB(A;B),send c1 = H(IDS ; time; r3; A;B) �! U.U: send r1 = x1 + c1y1 mod(q); r2 = x2 + c1y2;r4 = x4 + c1y4; r5 = x5 + c1y5 �! S.S: verify gr11 gr22 gr33 gr44 dr5 = ABc1 mod(p).In the deposit protocol, the store S sends a tran-script of the payment protocol to both the bank B andthe government G.The procedure which the government can use totrace multiple spenders is the same as that in Brands'basic protocols and included here for completeness.

Tracing Multiple SpendersThe bank B has records of a coin spenttwo times, with two differentchallenges, �; �0.To identify the user, B uses the twosets of responses (r1; r2; r3) and (r01; r02; r03).B: compute z2 = r3�r03���0 ; z1 = r3 � �z2; s = z1 + z2;x2 = r1�r01���0 ; x1 = r1 � �x2; u1 = x1 + x2;y2 = r2�r02���0 ; y1 = r2 � �y2; u2 = y1 + y2; IU = gu11 gu22 .When presented with a court order, the trustees willprovide the government means to trace user U .In the second protocol, the trustees don't give thegovernment the value 3;k. Instead, they determine onlywhether m0r3�1 = (IUdfk)�13;k by attempting to proveknowledge of a representation of IUdfk in terms of thesingle generator m0r3�1 .Trace-With-TrusteesGovernment G: ask T1 and T2 for all sets ofwithdrawal values fsi;jgi;j2f1;2g for user U.For all withdrawals, compute3;k = s1;1 + s1;2 mod (q)Search the database of payment transcriptsfor m0r3�1 = (IUdfk)�13;k.If so, that is U's coin.Trace-One-PaymentThe government G wants to know whether aparticular payment was made by a user U.Let fski;jgi=1;2;j=1;2;k=1:::N be the shares given by Uto T1 and T2 during the user's Nexecutions of the withdrawal protocol.G: obtain a court signature forthe payment in question.send m0; r3; IU ; signC(m0; r3; IU ) �! T1 and T2.T1 and T2: For each value, fk, attempt to provecombined knowledge of a representation ofIUdfk relative to m0(r3�1 mod (q)),using their knowledge of sk1;1 and sk1;2G: If T1 and T2 succeed, assumes that the coininvolving m0 was spent by U.Lemma 3.1. The above protocols satisfy the follow-ing properties:1. They preserve the protections of [B93] againstcounterfeiting and multiple spending.2. The values A;B; z0; a0; b0; r0; r1; r2; r3; r4; r5; c ap-pearing in the payments of a user's coins are com-pletely independent from the values IU ; fk; w;m;



6 Brickell, Gemmell, Kravitzz; a; b; c; r, (and the values appearing in thetrustees' proof of knowledge of a representation offk) appearing in the user's withdrawals. Therefore,without help from all the trustees, the user's cashis information-theoretically anonymous.3. If the user can not forge Schnorr signatures and ifthe hash function, H, is designed correctly, then itis infeasible for the user to prevent the trustees fromlinking his/her withdrawals to his/her payments.4. If the user does not reveal the representation IU =gu11 gu22 , then the government, even with the helpof all the trustees, could successfully claim that anhonest user made a payment s/he did not makeonly if the government or the trustees can computediscrete logs.5. If there is a legitimate payment such that an hon-est government G is able to link withdrawals fromboth user U and user Û to that payment, thenU and Û can combine their information to get anon-trivial representation of 1 relative to genera-tors g1; g2; g4; d. This means that dishonest userscannot create false links between withdrawals andpayments.See Appendix A for the proof.3.3 Incorporating Trustee-based Tracing intothe Franklin And Yung-type Protocols.The trustee-based tracing relies on the user encod-ing information to unlock the secrets of his/her coin inthe coin released during the withdrawal protocol. Thisinformation is encoded using public keys E1; E2, whoseprivate key counterparts are known to trustees T1 andT2 respectively.Let U be the user, S be a shop, B be the bank, Gbe the government, and T1; T2 be trustees. T1 knowsprivate key �1 and publicizes public key E1. T2 knowsprivate key �2 and publicizes public key E2. Let� = �1��2. B and G know the factorization n = q1q2.Set-Up-With-TrusteesB: publish large primes p, q such thatq divides p� 1, g 2 Z�p of order q, andan RSA modulus n whose factors B knowsThe withdrawal protocol employs a technique called\cut and choose." In the process of acquiring anelectronic coin, the user presents k randomized tuplesto the bank. The bank selects k=2 of these tuplesrandomly and asks the user to show that they areproperly constructed. The remaining k2 tuples are used

to create the coin. For each tuple, the user providesinformation that would allow for a trace. If the usercooperates on at leat 3/4 of the tuples, a trace can bedone.Withdrawal-With-TrusteesU: prove identity to B (and sign allsubsequent messages), choose k tuples(ri; a1i; a2i = IDU=a1i mod(q);E1(u1i; u2i); E2(v1i; v2i))where for i 2 [1 : : :k], ri 2R Z�p ; u1i; u2i 2R Zqand u1i + v1i = a1i, u2i + v2i = a2i,send fr3iH(ga1i mod(p)jjga2i mod(p)) mod(n);E1(u1i; u2i); E2(v1i; v2i)gki=1 �! B.B: send L � f1 : : :kg; jLj = k2 �! U.U: send f(ri; a1i; a2i; u1i; u2i; v1i; v2i)gi2L �! B.B: For all i 2 L, j = 1; 2, verify thatIDU = a1ia2i; aji = uji + vji, verify thatfr3iH(ga1i mod(p)jjga2i mod(p)) mod(n);E1(u1i; u2i); E2(v1i; v2i)gi2Lis formed correctly, and send�i2L(r3iH(ga1i mod(p)jjga2i mod(p))) 13 mod(n)�! UU: compute�i2L(H(ga1i mod(p)jjga2i mod(p))) 13 mod(n)Payment-With-TrusteesU wants to spend a coin at C shop S:C = �i2L(H(ga1i mod(p)jjga2i mod(p)))1=3 mod(n);fx = (IDS jjtime)g;fga1i mod(p); ga2i mod(p); yi = a1ix+ a2i mod(q)gi2LU: send C �! S.S: accept iff the coin signature is correct,x is correct and not repeated,and 8i 2 L, gyi = (ga1i)xga2i mod(p).In the deposit protocol, the store S sends a tran-script of the payment protocol to both the bank B andthe government G.



Trustee-based tracing for Electronic Cash/ Making Anonymous Change 7Tracing Double SpendersWe have two coins spent:C = �i2L(H(ga1imod(p)jjga2imod(p)))1=3;fx = (IDS jjtime)g; fga1imod(p); ga2imod(p);yi = a1ix+ a2igi2LC0 = �i2L(H(ga1imod(p)jjga2imod(p)))1=3:fx0 = (IDS0 jjtime0)g; fga1imod(p); ga2imod(p);y0i = a1ix0 + a2igi2LG: can solve for fa1i; a2igi2L,Compute IDU = Majority(fa1ia2igi2L)Tracing with TrusteesT1; T2: For the appropriate withdrawals,send fu1i; u2igi2L; fv1i; v2igi2L �! B.G: compute supposed values fga1i ; ga2igi2L.For each withdrawal, try to match thesupposed fga1iga2igi2L values with thesupposed fga1iga2igi2L values of thedeposits.If able to match more than half thevalues, assume that the coin of thewithdrawal is the same coin as thecoin of the deposit.We also have a protocol, Trace-One-Payment,which will appear in the full version of the paper.Lemma 3.2. The above protocols satisfy the follow-ing properties:1. They preserve the protections of [FY92] againstcounterfeiting and multiple spending.2. We assume that �nding discrete logs modulo p andinverting E1, E2 is hard. Then the valueC = �i2L(H(ga1i mod(p)jjga2i mod(p)))1=3 mod(n);fx = (IDS jjtime)g;fga1i mod(p); ga2i mod(p); yi = a1ix+ a2igi2Lappearing in the payments of a user's coins can notbe linked to the valuesfr3iH(ga1imod(p)jjga2imod(p));E1(u1i; u2i); E2(v1i; v2i)gki=1f(ri; a1i; a2i; u1i; u2i; v1i; v2i)gi2Lfu1i; u2igi2L or fv1i; v2igi2Lappearing in the user's withdrawals (combined withthe records of one trustee) by any polynomial time

machine. Therefore, without help from both thetrustees, the user's cash is computationly anony-mous.3. If the user does not cheat in the withdrawal orpayment protocols, then in protocols Trace-with-Trustees and Trace-One-Payment, any coinwithdrawal would be linked to its payment withprobability 1.4. If the government is unable to �nd discrete logsmodulo p and is unable to break U 's signaturescheme, then it is infeasible for the government(even with the help of all the trustees) to success-fully claim that the user made a payment s/he didnot make.The proof appears in the full paper.4 The Electronic TrusteeBy distributing the power to trace, the trustee-basedcash systems described above are designed to improvepublic con�dence in the privacy preservation goals of theelectronic cash systems, while assuring the governmentthat it can reliably monitor suspected criminal activityunder court order. One trouble with relying solely onhuman trustees is that it is seemingly impossible toguard against the case where all the trustees misbehaveand conspire with a corrupt government to trace thespending habits of honest citizens. In this section, wediscuss a solution which guarantees the innocent user atleast noti�cation that s/he is being traced, even if thegovernment and all human trustees conspire against theuser.We describe an electronic trustee in which both thegovernment and the user may feel con�dent in placingtheir faith. We discuss the trustee in terms of electroniccash, but a similar trustee could be used in the contextof other key-escrow systems.For concreteness, we restrict the discussion here tothe example of subsection 3.3.The guarantees we desire for the two sides are asfollows:� The user wants to be sure that if s/he is beingtraced, then the user will be noti�ed of this factwithin some speci�ed amount of time.� The government wants to be certain that it canaccess each share of the user's key, as held by anelectronic trustee.Our solution requires both parties to build sepa-rately a di�erent part of a two-part electronic trustee.The government builds the inner part of the elec-tronic trustee without knowledge of the eventual user



8 Brickell, Gemmell, Kravitzcorresponding to the electronic trustee. This part mustbe read-proof against the user. We envision that theentire inner part may be embedded in the latest high-tech tamper-resistant material. By read-proof, we meanspeci�cally that the user cannot alter any componentof the inner part without erasing the inner part's se-cret signature key, SigsT , and that the user cannot readthe value of SigsT . The government extracts the cor-responding value of SigpT from the inner part prior tosurrendering control of the inner part to the user.In addition to securely maintaining SigsT , the innerpart accepts as input the private key, �T , of trustee Tinto a register which can be loaded exactly once by theouter part and is non-erasable, but readable. This is theregister which the government will need to read fromeach electronic trustee to enable a trace of the user'sspending. In order to ensure a match between the valueof �T , as held by the electronic trustee after installationby the user of the outer part, and the circulated valueof ET , certain precautions must be taken:After verifying that �T = ET�1 (for the supplied orcomputed value of ET ), SigsT (ET ) is generated by theinner part, where no value ET 0, distinct from the valueof ET for which the corresponding value of �T is loadedinto permanent memory, will be signed. To verifythat the user has placed the intact inner part insidethe electronic trustee, random challenges to be signedusing SigsT are administered by the government, and arelimited in number to the preset value in the inner part.The outer part of the trustee, built by the user(or his/her speci�ed vendor), monitors the output ofthe SigsT function, and controls transmissions o� theelectronic trustee, in order to eliminate leakage withrespect to the value of �T .In order to electronically notify the user if anattempt has been made to recover the value of �T fromthe electronic trustee, while protecting the governmentfrom false claims of unauthorized access to �T , thefollowing procedure is speci�ed:The outer part generates a pulse key pair,(KpulsesT ;KpulsepT ), where the public key KpulsepT isregistered with a third party prior to deployment of theelectronic trustee. KpulsesT is used to sign periodic se-quenced messages (veri�able using KpulsepT ) which ef-fectively a�rm that no attempt has been made to re-trieve �T , since the user can implement the outer partso that KpulsesT is automatically erased upon intrusionof the electronic trustee. After the government is satis-�ed that nothing has been introduced into the outerpart which can later obliterate �T from the retriev-able memory of the inner part, the electronic trusteeis coated (under user and government supervision). Itis in the user's (legitimate) interest to apply a coating

which alters upon tampering, and is impossible to re-produce exactly, or to predetermine. The governmentassures itself that the outer part and the coating areconstructed so that the coating can't be modi�ed spon-taneously or from within. A digitization of the coatingis signed by the outer part's KpulsesT key, where theuser can design and implement the KpulsesT functionso as to thereafter accept only internally generated in-puts. Alternatively, the digitized value of the coatingis (physically) signed by the user or his/her legal rep-resentative. The signed version of the coating value issupplied to the government. The electronic trustee is,from then on, held securely under government control.5 Adding Anonymous Change-makingWe address the problem of the user U wishing to makean anonymous purchase from a store S but havingincorrect change. We assume that the store has acomputer link to a bank B but that the user does notwish to identify him/herself to the bank to prevent thebank from associating him or her with the store. Weassume that the user has Y dollars in coins and wishesto make a purchase worth X < Y dollars.We present a protocol which allows a user U topresent anonymously a set of coins worth Y dollars tothe bank B and receive in return another set of coinsalso worth Y dollars, but in di�erent denominations.The user chooses the denominations in such a way thatthe he or she can combine coins to get X dollars.Getting Anonymous ChangeU wishes to give B Y dollars in coins andreceive Y dollars in coins of differentdenominations.U: use the payment protocol to pay the Ydollars in coins to bank B (withoutrevealing IDU) and tell B the desireddenominations of the change.B: check that the requested coins total Ydollars. Let m0old be a value from one ofthe coins that U just paid. For everycoin to be given out as change, Buses the appropriate value of hi.For complete anonymity, B and U use valuemnew = m0old for each new coin withdrawn.For trustee-based tracing, U generates anew value fnew = g33 g44 for each newcoin and sends the trustees sharesof 3; 4. U and B use valuemnew = m0oldfnew in the withdrawalof that coin.



Trustee-based tracing for Electronic Cash/ Making Anonymous Change 9Lemma 5.1. The above protocol, when added to ei-ther Brands' basic protocols or to the trustee-based sys-tem of subsection 3.2, maintains the following proper-ties:1. The augmented system is secure against user coun-terfeiting and multiple spending.2. Without help from all the trustees, the values ap-pearing in the payments of a user's coins are com-pletely independent from the values appearing in theuser's withdrawals.3. If we use the trustee-based system of subsection 3.2,then the trustees can combine their information andtrace both the user's original coins and the coinsgiven as change.See Appendix A for the proof.6 Conclusions and Open ProblemsIn this extended abstract, we have addressed several im-portant issues for an electronic cash system. We havepresented the outline of a system which is feasible, se-cure against criminal attack, and still largely acceptableto users who are concerned about excessive invasion oftheir privacy. The system which we haved proposedhas the bene�ts of previously proposed electronic cashsystems as well as other bene�ts, including the preven-tion of certain types of crime, and an e�cient, privacy-maintaining solution of the anonymous change problem.One topic which deserves further investigation is theanonymous change problem. In this extended abstract,we presented a way in which a user might make ananonymous $1 purchase with a $2 coin at a storethat has a line of communication to a minting facility.However, if the store does not have this communicationcapability, the problem remains open. The solutionsof [OO92] and [EO94] come close, but the parts of thedivisible coin are linkable. We argued in this extendedabstract that any o�-line, unlinkable solution must basethe user's anonymity on complexity assumptions. [W92]discusses a way it could be done using zero-knowledgeproofs, but these proofs may not be feasible for the userto carry out in practice.References[B93] S. Brands. Electronic Cash Systems Based on theRepresentation Problem in Groups of Prime Order.Preproceedings of CRYPTO 93.[B93b] S. Brands. Untraceable O�-line Cash in Wallets withObservers. Proceedings of CRYPTO 93, pp 302- 318.[Btr93] S. Brands. An E�cient O�-line Electronic CashSystems Based on the Representation Problem. C.W.I.Technical Report CS-T9323, The Netherlands.

[Cha83] D. Chaum. Blind Signatures for Untraceable Pay-ments. Advances in Cryptology - Proceedings ofCRYPTO 82, 1983, pp199-203.[Cha84] D. Chaum. Blind Signature Systems. Advances inCryptology - Proceedings of CRYPTO 83, 1984.[Cha85] D. Chaum. Security Without Identi�cation: Trans-action Systems to Make Big Brother Obsolete. Comm.ACM 28, 10 (October 1985).[Cha88] D. Chaum. Privacy Protected Payments: Uncondi-tional Payer And/Or Payee Untraceability. Smartcard2000, North Holland, 1988.[Cha89] D. Chaum. OnLine Cash Checks EuroCrypt 89 pp288- 293.[CFN90] D. Chaum, A. Fiat, M. Naor. Untraceable Elec-tronic Cash. Advances in Cryptology - Proceedings ofCRYPTO 88, pp319-327.[CP92] D. Chaum, T.P. Pedersen Transferred Cash Growsin Size Eurocrypt 92[CP93] D. Chaum, T.P. Pedersen. Wallet databases withObservers Advances in Cryptology - Proceedings ofCRYPTO 92, 1993.[EO94] T. Eng, T. Okamoto. Single-Term Divisible Elec-tronic Coins Preproceedings of Eurocrypt 94, pp 311-325.[FY92] M. Franklin, M. Yung Towards Provably SecureE�cient Electronic Cash Columbia Univ. Dept of C.S.TR CUCS-018-92, April 24, 1992.[OO90] T. Okamoto, K. Ohta. Disposable Zero-KnowledgeAuthentication and Their Applications to UntraceableElectronic Cash Advances in Cryptology - Proceedingsof CRYPTO 89, 1990, pp481-496.[OO92] T. Okamoto, K. Ohta. Universal Electronic CashAdvances in Cryptology - Proceedings of CRYPTO 91,1992, pp324-337.[vA90] H. van Antwerpen. Electronic Cash. Master's thesis,CWI, 1990.[vSN92] S. von Solms and D. Naccache. On Blind Signa-tures and Perfect Crimes. Computers and Security, 11(1992) pp581-583.[W92] D. Wilson. Cash Subdividable into UnlinkablePieces. Unpublished manuscript.Appendix A: ProofsProof. (of lemma 3.1) (sketch)The new protocols satisfy the following properties:1. The form of the bank's blind signature has not beenaltered and the bank reveals no more informationthan it did in Brands' basic protocols. Therefore,the proof of proposition 7 of [B93b] goes through,and, assuming that it is infeasible to existentiallyforge Schnorr signatures, the new system is secureagainst counterfeiting.The proof relating to the traceability of multiplespenders goes through as it does for Brands' orig-inal protocols. The only di�erence is that nowwe assume that the user is unable to �nd a non-trivial representation of 1 relative to generators



10 Brickell, Gemmell, Kravitzg1; g2; g3; g4; g. If U spends a coin twice, the bankwill be able to deduce the value of s correspond-ing to that coin and use that value to deduceu1; u2; IU = gu11 gu22 .2. The proof of this statement is similar to the proofof the corresponding statement for Brands' basicprotocols (see [Btr93]).3. Proof to appear in the full paper.4. Proof to appear in the full paper.5. Suppose G mistakenly identi�es user Î's money asI's. Let d̂ be the denomination of Î 's coin. Letf̂k̂ = ĝ3;k3 ĝ4;k4 be Î 's random value. Let ŝ be the�rst random value which Î chose for the coin in thewithdrawal protocol. Let û1; û2 be the exponentsin Î's known representation.Then: IÛdf̂k̂ = (m0r�13 )̂3;k̂= (((IUdfk)s)(3;ks)�1)̂3;k̂ = (IUdfk)�13;k̂3;k̂So gû11 gû22 ĝ3;k̂3 ĝ4;k̂4 d= gu1�13;k ̂3;k̂1 gu2�13;k̂3;k̂2 g3;k�13;k̂3;k̂3 g4;k�13;k̂3;k̂4 d�13;k̂3;k̂This yields the following representation of 1:( ̂3;k̂u13;k �û1; ̂3;k̂u23;k �û2; 0; 4;k̂3;k̂3;k �̂4;k̂; ̂3;k̂3;k �1)This representation is non-trivial if 3;k 6= ̂3;k̂ or4;k 6= ̂4;k̂ or u1 6= û1 or u2 6= û2. For distinctusers, the bank will demand that IU 6= IÛ . IfU = Û ; the bank will demand that fk 6= f̂k̂, iefor a given user, the bank will demand that all thefk values are distinct.Proof. (of lemma 5.1)1. Without loss of generality, we assume that we areaugmenting a trustee-based system. The com-pletely anonymous system is simpler.We divide the user's coins up into the old coins (Ydollars worth) given by the user to the bank andthe new coins (Y dollars worth) given in return bythe bank to the user.We can assume that the user can not feasiblydouble-spend the old coins. This is so because

we already know that the user can not double-spend coins s/he will withdraw using the regularwithdrawal protocol and we will also show that s/hecan not double-spend the new coins.Let the following coin withdrawal and paymentvalues correspond to an old coin used to formthe new coins. We assume at �rst that the oldcoin is withdrawn using the Withdrawal-With-Trustees protocol where U proves his/her identityto B. fk;m = IUdfk; s;m0 = ms = (IUdfk)sWe consider the following new coin with values:fnew; snew;mnew = m0oldfnew = (IUdfk)sfnewmnew0 = (mnew)snew = ((IUdfk)sfnew)snewU 's representation of mnew0 is m0n =gu1ssnew1 gu2ssnew2 g(3;ks+new3 )snew3 g(4;ks+new4 )snew4 dssnewIf U does spend the new coin more than once, thens/he will reveal the value ssnew and the bank candeduce u1; u2; IU = gu11 gu22 . Therefore, U can note�ectively double-spend the new coin.If the old coin was itself a coin obtained fromthe anonymous change protocol, then the user'sknowledge of the new coin will have the form:m0n = gu1(�jsj)1 gu2(�jsj )2 g�33 g�44 d(�jsj)where the values fsjgj are from the original with-drawal and the times the user obtained anonymouschange and the values �3; �4 are computed by theuser.If U double-spent this coin, B could deduce(�jsj); u1; u2; IU .2. This proof is similar to those for the correspondingstatements for Brands' basic system and for thesystem presented in subsection 3.2.3. To answer the question of whether U made aparticular payment, the trustees trace the user'soriginal withdrawals (when the user proved his/heridentity to the bank) to the executions of theanonymous change protocols. Then the trusteestrace the new coins from the anonymous changeprotocols using the value 3;ks + new3 .


